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Available CPS Models

Spiderino

Spiderino

Hardware only
Drone

Hardware and software
Rover

Hardware and software
Logistic

Hardware and software.
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Rover—- SAR Demo

Rover "
uwb : UWB board : Nano pi board
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Drone— SAR demo

DroneG

g

((*)) ps1:Sonar
() ps2 : Sonar
() ps3 : Sonar
((#)) camera1 : CMOS OV5640

. SAR_behavior : Drone Controller

w_0 :integer
Ww_max: integer

11 : Locomotion

rssi_thr: integer [

12 : Locomotion

gps : GPS
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Communication

Communication can be modeled for each
swarm member and each parameter

drone .

+ reportintenal - Ulnt

launch:SimpieEvent
R] [¥]

target_found:LocalTargetPositionEvent

B,
3’ .

# Configure endpoint

#
endpoint = {

name = "drone" # Possibly non-unique name for the local
node

deviceClass = "drone" # Discoverable device class
type = "zyre" # Endpoint type

parameters = { # Endpoint parameters, which for Zyre
endpoints can be:

# ifname = "eth0" # Network interface to bind to

# port = 34000 # Port to use for UDP beacons
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Security Modeling

Generic assets: information, service, environment / software, hardware, personnel, data )
Analysis of relevant assets . e
Use-case specific assets - 1
Attack trees e A
Attacker goals: cause sabotage, damage, physical harm or disturbance and theft “=" | e
Methods: damage, destroy or redirect member, take advantage of behaviour, _A. Q
modify mission, compromise communication or operator environment, e
impersonate swarm member or operator, modify firmware N o ey = o s
Use case specific attack trees Q
Countermeasures i
General countermeasures -
Severity
Use case attacks and their mitigations T . )
Risk assessment: risk matrix 3: Certain Medium
2: Likely Low
1: Unlikely Low




Knowledge Input for Implementing Safety via Design Patterns

|nmu = H.........

S | R,
l .,._.,. l vy
uim‘ R

T
Hnm- ] [ ) [ 2 lln;-,-; I
Title: Foresee Human Behavior e

Created: René Reinars (13,08,2019)
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Summary:
Humans will follow their Intention an plans an
rely on the UGV to react in a safe way.

B
o [ [l

e

ot W G

C] ] B

Al

CPSwarm
Pattern Library
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Collision Avoidance
Pattern Context / Usage

UGVs are moving autonomously in areas where obstacies may occur dynamically and in an
unpianned / unforeseen way.

Problem Summary

In case an obstaclo Is hit, the UGV or obstacle may be damaged serlously.
E jally, the mission must be abortad.

Problem Details and Forces

The mission may be interrupted or even aborted, Obstacles or the UGV could be dam.

in such a way that the mission is delayed or cannot be compieted. Damaged UGVS may be
neeced to taken out of the system / swarm. Damaged obstacles may need to be discarded
and replaced. These consequences may lead to delays, injuries and increased costs.

Solution Summury

-

| Find mechanisms 1o detect obstacies early enough such that the UGV can react
accordingly

[ ngly.

Solution lllustration
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Solution Details and Consequences
Reaction could be: slowing down, stopping, evade or even retreat. It recommended to
report such that an opesator (system or human) can react and find a solution to

remove the obstacles. Altematively, the strategy of the UGVs may be adapled by,
e.4., Updating the map and find new rowles.

Related Patterns

o Obstacie Detoction

Detailed Pattern Description
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Swarm Modeling
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Swarm Composition
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Swarm Intelligence

Emergence

c cam e
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Biological Inspiration

Inspire
Nature-

Inspired
Algorithm

Q
AN
Formalize Evaluate Refine Design
v

g Create Extract .
Observation R Model eyl [\etaheuristic
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Behavior Model Hierarchy
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Swarm Mission
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Behavior Library

[ Swarm Library \

‘ Complex Behaviors ’

‘ Swarm Functions

Swarm Behaviors @
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[ Abstraction Library

Hardware Functions

‘ Sensing and Actuation

( Hardware Drivers
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[ Swarm Library \

\ Search and Rescue ’

Coverage

‘ Assign Task
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SAR Mission

. SarBehavior —)@
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SarBehavior

Idle

launch

TakeOff

—aborted
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argetLos
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Automatic Code Generation

The promise of modelling is to shift the focus from implementation to design
Models can also be input for code generators.

Automated code generation is a challenging task in software engineering but
brings with it some benefits:

Productivity

Complexity hiding

Portability

Consistency and error rate reduction

Full code generation is possible when fitted to the requirements of a
specific domain

BVt



CPSwarm Code Generation

CPSwarm Code Generator aims not to substltute developer work but to glv

support during the development Mol Taol
Translate the model of a Finite State [ et ) “Behavior2
Machine (FSM) to actual deployable i = w e
Function3 ' Function 5 { uncl on "‘l

COde "’4"’; ) \ sI o Functon3

Accepts the model of a FSM as SCXML ' \_ LN W R

file and produces ROS compatible code J J "

The generation process is realized G Cenorator

using a template-based technique 4 4

Velocity template engine is used to fill R I

templates with data extracted from the hesel | et Swam Furctons

SCXML input. ‘\\\ Function 3 Function 4 ﬁuncﬂonsli; 1.\ Function 1 Function 2 Function3 /.,\
Abstraction Library Swarm Library
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Modeling example

CPSWarm module
By Modelio




THANKS!
ANY QUESTIONs?




etienne.brosse@softeam.fr, sende@lakeside-labs.com

gianluca.prato@linksfoundation.com

https://www.cpswarm.eu

The projects leading to this application have received funding from the
European Union’s Horizon 2020 research and innovation program
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CPSwarm Code Generation

There are many possible ways to design a code generation pipeline. Basically
we need to define two elements:

Input: where the information to be used in code generation comes from

Output: the final result of the generation task.

Input Standard ricikiE ss
4 - - - === ‘ Template
<scme > Library
Tformatted with llnput
Runtime Input Template
- - inout i roduces
~ ) inpu Engine _P__’ Output
&t J (.)G
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